
{, trnpter" 4
hrternal Contl 'ol

4.1 INTERNAL CONTROLS-I}AS I CS

In ternal  contro l
i \ l ean rng  ( r \ s ; re r
AAS-  6 )

5copc o l ' ln ternal
control system

. Objcctin" oi :
z  i . .

i . " '  I  n t c rna l  con t ro l s
'  rcgard ing

ar :corrur ! ing system ,

L l A l \  t ' 1 i i r , \ 1  { t * , , ' . J  r L ) " (  r f l r  t *

L) - | ,^ 
P-rnt i i '  \ , / t , t  

r  I  
,

Contro l
Envirt lnment

,  ' l ' l r l  
f lan of  nrga ' r isr r l ion anr l

.  a l l  po l ic ies & proceclures.

. adopted by man:rgerncnt,
' to ensure,
'  order l ) '& ef f ic ient  conduct  ofbusiness.

( i ) l.C s-vsfern consists <tl! torttrol e nvironmtrtl ttntl procetlures.
( i i )  I .C systenr  extends hevond just  account i r rg & f inarrce.
( i i i )  l t  seeks to ensure order ly  conduct  of  busi r ress in  a l l  funct ional  arcas.
(iv) l lou'ever auditor is concerned rnainly rvit lr those internal controls 1ra,, ' injt Ciict: i

bear ing orr  accotrn l ing systetn.

(i) Proper execution of transaction as per management authorisation,
(i i) Prornpt recording of transaction:

(a) in appropriate account

(b )  i np rope rpe r i od  i t  
' h - l t r  

: 1 r { r ' , u r - r l i r ' { r { t ' : ' r  i 1 l " [ . - ' r h  f !  f c [1 i . ,  f

1 
(c) at correct atnount V v

( i i i )  Safeguarding of  assets f rom unauthor ised access.  use or  d isposi t ior r .
(iv) Periodic conrparisorr of recorded assets with actual assets. &
(t') Prevention, detectiorr & correction of material nrisstatement on tirneiv bitsi:;

Meaning , '  Overal la t t i tude
. arVarenesS &

: 
. actions of Manag-ement

: r regarding I.C. system & its importance
r  in  t l re  ent i ty .

Factors affecting control environment
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Organisational

stry9!1qe-
I. Orgonkotionol

Slruclure

Management super-vision

(a) lt should be such that no
System.

I tersonnel

(5 )

(c )

i "O* ia, ,of  carr  overr i r le  the LC.

It should provide for segregation of incompatible function, so
that misstatements can't be committed easily.

For example, authorisation for purclrase, record keeping &
access to assets are sorne functions regarding assets, which
shouid be sgqregated.
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2- ilfdn0genrcnt
Suncrvisiort

3. Persontrcl

Inhcrent
Limitotiorts-

l n i t

L i m s t  , 1 i  , ' : r  , r f  l " C .

\'!rI'

(a )  [ ) cv i s i ng  and  r r ra in t l r i r r i r r g  l . ( ] .  Svs l c r r r  i s  r l spo r r : ; i h i l i l -  , , 1
r ' r1 l r1a gelnent

(b)  N' l i l r rage:rnent  s l toul r l  rcv ieu i t  per iodical lv  to  enr ; l l r r  i i , ,
e f  l -e  c t iveness.

(c)  N4arragernent  can e: ; t i i t r l ish a separatc rkpar l i t renl  ca l le<l
" ln tcrnul  audi t "  to  chcck rvhct l rer  other  in terr i l l  c t in I ro l : r  ; r r t :
opcral irrg effectivclr '.

Note:  I r r tcrnal  audi t  is  a par t  o l ' l .Cl .  S1 's tern i tse l f  .  u i r ic l r  dedicatedl t
ensures u or th iness of  i r i te  rnal  conl ro l  syste nr .
(a)  Funct ioni r rg of  l .C.  s) 's tcnr  c lepends on the capahi i i t r '& honest l '

o l  t l l ( )sc operat ing i t .
(b)  Thtrs ,  personnel  s l t t ' ' i r l< l  bc properh '  c} ra l i f icd"  t r : t i t i l rJ , r r i r - i

cxpcl icne ctJ .

L inr i ta t ions 
" r 'h ich 

arc i r tseDaral - r le  f iom systern of  l . ( . ' .

Meorring

Elfect

lYlrst are Inherent
Limitations of
Inlernsl c0ntrol
systems?

a

I

I

r

t .

L)uc to L i rn i ta t ions r i l ' I .Cl .  Systenr .

i t  can provide onl l ;  rcasonable.

not absolute assuraltce .
t lrat its objegtrygs are aclticvecl-

Cost ' Cclsl of implementation oi control qlra'/ '

Effectiveness , bc rttore than its beneflts.

: '  Tlttts, ntanagement ttsultl lv dt-,ci:J. ' i

I  inrp lernent  best  contro ls .

2. Humsn Error : - l luman Error, rvhich rna1,' occur iviri ie

; carrying out LC. systenr"
: - It nray be due to rnisunderstatrding on

: Part of Persollel,

: 
'  Entployees tnav comtnit l iaud 1f116'lglr

,  co l l us ion .
' '  l t nral' be among tltentselvcs or rvith

o r r l s i c l e l s .

, . The persrrn responsil l le lor exercising
: corrtrol can hirnself ove rride it"

l ig. :- f 'crson lesponsible for issuancr: of

' stationery to various clepartmcrtts ,:nl-y

, for authorised use. can hirnself

. rnisapprclpriate stationcrv for his pers,:i- ial

,  t tsc.

Nlani l l t r l r r t ion by h igh lcvc l  nt i rnagent t r t

: rtray not be detcctecl b}' control "!)'rlt(:lrl.
:  r  E.g. ,  Mapipulat ion ip  est imatcs apgrc*rr i ru '
, in f inancial statements.

'  An)  tut t tsual  t ransact ior t  r t ta- r '  not  hc

:  cr :nt ro l led.
' . Because control proccdures are generali l '

ruadc for  ust ta l  t rat tsact ior ts .

ir : Estnblished control procedures l ltav hct: '- i i ttt:

, inadequate in a fast changing ettvironrnent"

3. Collusitttr
sntong
employees

i. Ai,niii i1
Autlrcr i ty

i. rw ii ii1,ii i"t;li;,,
by ntontgentent

6. ii'isii,t
Trsnsactian

7. Cltange
Conditions
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Conlrol Risk trIeunirrg (rr Dcr
,/l:lS-6

"  l n t c l ; r : r l  ( l t r n t r o l  s \  s t e  l n  i l i i : -  l r . r .

'  [ )1 -gr  g i l t  o r

'  I)clcct & ct 'rrrcct,

.  j ' \ ' 1 iss ta teurcn ts  on  t i rne l t  b l rs i : . .

'  I t t l t t ' r u t t t  l i r l i t . t l i t l n r  r r l  i r r ! i . : r 1 1 1 1 i  . . r 1 1 i r r , l .

.  I ) t re  to  Wl r ic l r  l . (  sy  s te  r r r  ia i i s  to  o l )e r i r t c

t
t
I

I

I
J
!
g

t

t

!

Accorr l r t ing &
financi:r l  controls
he lp  i n

Ressott

i l s  ( t ( . S i l ' C ( 1 .

(l) Specifying Authori\, to crnter itrto transrtctit rrt.

( i i) Safetrluurdin6'ofassets.

(i i i) Recording of Transaction irt the accotll l t cort-ectlr ' .

( ir.) Fixing responsibil ir l '  fbr rvork donc.

(v) \{airrtainins recc.rds in stsndardiserl u ar.

(vi) I 'erfornting rvork in logicol seqtlence.

(i ii) trfinimizing /osses-.

(v i i i )  [ : r rsur ing conrpl iance rv i th  Rcgulat ions having d i rect  hear ing on i icc{ j r in t tng

(ix) Preventingtnaterial misstolements.

(x) Detectitrg & correcting rnaterial misstatetnctrts

(xi) Preparation of periodicol reports on timcly' basis.

(xii) Ensuring adequate and tirrrely'1/7 nancial reJtorting.

(xii i) Segregil ion of accourlt ing & cLrstodial f irrrctions.

(xir,) trstablishing procedures in such a wa)/ so tlrat single person (:{ttt '? hut't: ".:ttrrf letr-e
control over a transaction frorn starting to elrd.

(xv) Providing for internsl check, by rvhich rvork of one person is rev tc,r.r ed !-'v arrtilitct'

(xvi) F-ormulating cut-off procedures to separate transactions of tr.vo cons(;,'rtr1rr,/(: tr'trrs.

(xvii) I{avinE proper documentslion/ nanual at every stage

4.2 RIVIEW OF I.C. BY AUDITOR V

Revicrv 0f l.C -

Meaning

Need for review

Role/Advanragei of

Review of LC. refers to,

- Examinatigl and evaltration of lntemal control sysleln of t lrc clicrlt

roii',i" ln;i i.C.-;tai;;i i;;d;q;;i;.
ri 

"nuui"s 
tli; ;udii;; in it""rtiin *t.'etn"i

(l) Internal control systenr is otlequote& operating e ffectively'

(i i) I .C. is able to preveltt, detect & correct rrtatcrial misstolemetrl.

(i i i) l .C. Properly safeguarcls the assets-

(iv) l.C. ensures correct recording of transactiotl.

(v) Reporls & Certificate provided by managernctrt are reliable'

(r, i) l-C. are weok / excessive in a pafticular area.

. .qvii) Effective internsl oudit departrnent is in operation'
tt" '*i\,; i i) 

Suggeslions can be given to management to improve the l.C. s)stclrl,

. (ix) Extensive Substantive procedures are required'

I t*) Audit procedures or techniques need to be changed from plarlned e'rtes"
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IttIcrt,ul c()nlt"ttl , | '
( -  \ ,

' I- l '

x.-:,
' ' q ' t h e I. '\urrutive

iiy<'ord
X'Ieuning

[:-rrurtple

Atlvurttages

Lintittttions

2. Check list Meoning

.  (  t t r r rp le  i c  &  exhaus l i ve  ( i t tu  i i  o l -  s r  s l ; r l r

.  i r s  l i  l r r ra l  i l r  opera t ion  bv  t l rc  l r rd i lo r .

For  -s tock  cor r l l t i l  t : va lua t io l ) .  i t  c , , r r l l r i  r rs  r l , , , .  t r i : , r , i  : . i . l i
p r e p a r e ( l .  c r n p l o r , e c s  d i s c h a r c i n i . l  l t r r . i 0 L r s , l u l r r s .
var io t ts  S t i t  ges  o i '  s tc tck  r l lo . !  en tcn  I  s  e l -c .
(  t )  \ \  l t c ' t t  p r r ' l . e r l )  f r ' ; r r r r c r l  l i , t  r r r l r l  l . t  .  . , r : t t . p l  i r

r ro l  l i r r r r r t l ,  c ( )n l l l l c tc  dcscr iy r t i r rn  i s  neet lc , . l .
( i i )  S u i t a b l c  f b r  s n r a l l  h r i s i r r e s s .

( i )  i ) c ta i l c< l  obsen,a t i t tn  i ;  r rc . :Jc t l  ( t ;n tc
c ( r l t s u t n  i n { ) .

( i i )  l t  doesn ' t  rcad i l y  iden t i l , r , .  uc l rk l r t - r : , s  i r r  . , . ,  , -  1 , ,
( i i i )  Cor rs tan l  r rpdat ing  is  nccdcr l  i1 -  r : i r c r rn r : ; r l i , ces

ar ( j  ch{ i l )ged.
.  l t  contairr . t  r"r i . i  of-cluei t ions.
. to be lrnsu.erecl trv the audit staf i.

\ .

I l r  \

'1'J , \ \ . .

, r \  F '

E-rantple : "Are ts,ders inr ited befcrrc placirrg ttrcler:r '-, '  i ,Jr,,., ,;'  mernbcr  of  aLrc l i t  s taf l 'checks l i rc  sarre g : i1r , : , . r , . r  i  ; !
, ( "yes" .  "  Nci '  , "or  "  Not  Appl icable ' . ) .  , ! . i ic ;

anslver ing,  l re  puts l r is  in i t ia ls ; .
Advan tage  ( i )  (  ) l r  t l r c . l ,  r t t  r equ i remqr l r ,  t l r ' s  r l ( r t i \ , : r r i . q .

i  ( i i )  Cornpleted checkl is t  is  s tuc j ied bv the : ,c , , r r r . i r
: aLrdit stal-f. thus $,eakrresscs cai;,r br;

ovc r l ookcd .
:
, (i i i) Eas;" location of rveakness.

Liiitiiirrit . iil n"qi t,:"t int"iiig;n"" io pi"pnr" pr.{r,)e:r

Meuning

check l i s t .
(  i i )  l  i t nc  c r , r r s r r rn ing .
( i i i )  Cl ient  can manipulate rvhen responi i i r r : :  i t r

qr.restions raised by auti it slatf.
; C,,ttipi"he'isiue seii"i oicl,iestioi,s.
r oll each aspect of 1.C.,
. Prepared by auditor & fl l led by the client.s

enrplovees.
. . , 4' - l-Jo 

_\cru kcep rnvoice pre- nurnbcrecl'/" Norv client
ans\\,ers i ls ") 'e s", "No" or "Not Applicable".
Usuallv questions are frarned in sr"rch a ro,,av thi$
"r ro"  s l t , r r r ,s  rvcakrress.

t i l  Deta i led , i r , . i t ionr i r . i re ,  rhui  i ro  i r r rpor tant
aspect  is  over looked.

( i i )  Weaknesses arc easi ly  locatcd.
(i i i) Evaluating I.C systenr beconres Systenratic &

easy-

(iv) Recommendations can be readily provided by

J

3. r.c.
Questionnaire

(  , , . 1  \ . r
\ r \ i '

r r" \,\.}\:
t" - niii,r,1,t"

Advqnlage

:
Limitotion :

audi tor ,

T ime consumins.

Client ,.ruy onrri", it in a lrasw rvay.
C lient rnay manlgy-late'the answers.

( i )
( i i )
(  i i i )
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4. Irlort't:ltttrl I lcurr i r tg

Erunrylc

rltl't'tttt I0Xtt

Litni lai iott

'  G ranh i c  p l - c : - r c ' t l l i l l l on -

.  o l  cac l r  par t  o i '
.  cnt i tv 's  i t r tcr t ia !  t i l t t l rcr l  s \  s tenl '

St t , .c l :  c t tn t ro l  l l r t ,cer l r . r rc  cat t  be del l ic tec l  i l t  i l  l , r t t t i  l ) l

r lragraln. 
-l ' l tc 

r\trt l i tt 'r prcpares it alicr pt.ope i strrt lr

o f  l .  (  .  Sy 's ter l i  c '1 'c l ie l { .

(  i )  Cor tc ise prcse t i t l t t io t t .

( i i )  Easi lv  t i r lc lcrstant lable '

( i i i )  Civcs "Lr i r< ls  
" .g 

' ,  ic rv"  of  ccrnplc lc  s)st ' - r r { ! l

( i) 
' l  

in," 
".-t,,tult l irrg 

to prepare strclt a tltrs't:h:'t 'r!

r v h i c h i s c t ' r t t c i s c v c t s i l o s i n g e v c f v t { l } l i { - ' t 1 ' ! t r i
asPec t  o1 ' l . ( i -

( i i )  \Veakne ss oal r ' t  be Lcadi l -v  located '

l' Iools to revieu' IC SYstent

4.3 EXAMINATION

Meaning

Example

- - -
(-lonclusion.

, . Clrecking a feru transacticrtts'

, r fronl the beginning to tlre ertcl '.

, ir:illl,-i]l?lffi::#TJi'iiii?t;ure ii to u" "i.]i*"a i,, ,r"ptii, ioiio*ing shour. He
,  checkcd:

, (i) Tlre tlrder rcceivecl frott ' t customer'

( i i )  
' fhe copy o1 'sales i t rvo icc g iven to h inr  by 'appropr iate author i ty l

'  
i i i i l  f ' f .r" cntrf in stock register sho*'ing clispatch of goods:

: (iv) 
' f 

he statement of accottt.tt given to him;

: i"i Dtrplicate copy of receipt issued to hinr'&

. iui) Corr"spondins-er,try- !l-!it 19co-unJ 1! \\'el! ats !1i 9a$ pgokt ,-- -
. :  : . . .  -  - - :  - : -

. ( i ) I te r lab les th ; ; ;a i io ;d i i . ' ay ' " .o .a ingof t ransac t ionatvar iousStages .
trincs recclrds & atrthorities at each stage '

( i i )  A t r d i t o r  exan l l nas  reco ros  Gr  ' - t t r t r r ' r r r ' ! J  " . ' ! : " "  
- ; ' ^ : ^ r - ^ r  , - . , a r  o  

" - . c i l l c  
i t e r .  i n  a r r

. ( i i i )  1-hus,  l rc  is  able to urr t lerstat td or ,era l l  in tcrnal  contro l  over  a speci l ic  i te l r r  i

c l ' l -cct i le  uaY'

4.4 INTERNAL CHE,CK
.  Cl t " .k  on day to d iy  t ransacl ions '

, '  Operating continuotrsly as pilrt of routine system'

: . Whereby rvork carried-ogt by one pgrson is a-utomatlcally 9[ec-ked by anglher'

: . 'fo pt.u"itt ftuua I 
"itot, 

&'

Meaning

Objective

n"i"ii"" *iitt t.C.
py_sfem

I r E,arly detection of fraud and en'or --
' i;,;;;i i;;;i'-'' p".t ot'ou"ioti rnie'nit
I

.  device.

1 i  rY" { { . r

11 gJ.l,.r,l

CJni.or St;t"". & op"tui"t ot u uititt 
-ln

, f r
!1  n ' i" f

l r
l l , t "  . t  f ; L !

1 l

r r ; f ^ ' r  1L

J,^ l -  , r ' 'o \  C- l ' t  tk

i  i \ c  \ ' ,  ;  
"  

| { ' '

-r' '*.1-o.L

\ - ia _ . t  4' !

- l
, '  l ! a{ l

L

l r l l y l i
,'\ 1l o drr-r \t t' C;*^q Lb
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I. Distribution of
pt)WCrS

:
r n l

irl of i

ndnrinisiiiiiue & iinu".i,ii
i :> t r i r rg c i rcques etc. l  s i roui r i
persorrnel.

A Single person should r l ( ) t  have indepencl in t  r ; , .y11111 r l  n .er  an- \ ,
impor lant  aspcct  of  brrs incss.

Persons having physical  custoc l l , '  o f  i isets shoul t l  not  hr ' .  u
access to accounts or rccords.

Al l  acts of  on"  p"r . . ,n  should corne under the rcr  icr ' ,  o f  anot l rer

powers (Eg:- orderinr_: prcduct.
t rc  drst i lbuted i t r r r i ) t i , t  Ci l ' l r ' r rnr

it 'o"t,t be changed from tirnc to tirne iuiih,:ut

2. No Independent
control

i. C;;i"ij-niiiiii'
clistribuliotr

: 4. Check by
, ttttother
: . .i 5. Job Rotation

Leuve

E,ii'i','ig"liry
control

Budgets aiidld * p'.poiio
diflerence betrveen budgeted &
should be enquired into-

for imporlant acr i ; i r i ;s.
actual l igure is sisrr i l icanr.

i

: 6 .

Duties of staff
P_t"Yi9u,s t,oJi9_9:
Every personnel should be encouraged to go on lcave at ieast
orrce in a year. Fraud done by ernplol,ee can be dctected easil l
whe;; he is absent.

l. 9-9!trg!_ -
a ^
: 9. Stock Control

' 10. Cash Control

For each important asset, accounting control should alsc
per iod ica l  ly  cxamined.

During stock taking at end of accounting period, tradir:g
act iv i t ies should be suspended,  i f  possib le.

To prevent misappropriation of cash, mechanical devices (8g".

t:<:

ii: ii;,i"ii,,-;i-
procedure

autgmar,!9 cpn,$9eig1er) can be employed.
t i ; ; i t  ;a"t;;  of tro.;J;;;  eniutes tne ,nunug.n,"nr ro change
them- if need arises.

iT,i'}'URI\AL AUDIT4"5
:
l .

1

,vleanin[
; r within an orsanisation-
i r for revierv of activit ies and

! . providing suggestions for improvement there of.
, : a  :  a  -  ; - -

F unctions of i (i) Review of accounting system & related I.C-

Inte l"nal audit i (ii) Examination of financial & operating information for management-

i  ( i i i )  Examining operat ions of  ent i ty .

_ __ _-1i9_ _l!yf":!!l*iflion f v_ei{rg1iot,
3. tlbjectives ; Objectives of internal audit are to:

i ( i) Check accuracy and authenticity of records presented to managernent.

: (i i) Ascertain that accounting policies are followed as per plans.

i (i i i) Establish existence of authoriry for acquisit ion, use and disposition of asset.

; (iv) Confirm existence of Liabil it ies.

; (v) Analyse & improve irtternal check system.

i (vi) Facilitate prevention and detection of misstatements.

i (vii) Examinc safeguarding of asset.

: (vii i) Conduct special investigation for management.

: (ix) Provide new suggestion to management.

i t*) Review operation of overall lnternal Control Systern._* :_\?__ __::it::Y_P":1Y]
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. € ' . q n

AccDl i  n t  i : i ' ;

Svstertt

ilIeaning

ll 'h],uuditor
should
understund it

llTeuninl;

Objectives

ln t r rna l  Contro l
S-vstem

Ser ics t . r t ' task: t  l r l r - l  rca( ! r ' (1 , \  o l -  a t l  er l t i t t  l rv  i r l r ich t rans: tc t i r t l rs  i i re

plocesset l  ? ls  a l l lc i . i l is  i r l  r r la i r l l l t i r t ing f in l r l  r r :cor t ls '

' I -o  
i i lcnt i l_ t  and urr , - lcrs tunr l  t l re  f i l l lorv i r rg at  c l i , : r r t 's  s i tc-

e .  ( ' l r r sscs  o f  t r l r t  ' ' t c t i t t t t s :

b.  Iv lanner o l ' in i t i l r l i t r r r  o l -  l r r t r tsact io t l :  t

C.  Signi { lCarr t  : tcc, : ) l . t l l t i l lg  1-gct- r rdS,  St lJ) [ )o i i i l l { ]  i i t ' ic t . t t t lc t t ts ;  t t r t l  rp ' : :  l f  i ' -

accot l t t ts  in  t l re  l l l l i r l lc ia l  s tatc tnents;  arrd

c i .  I  l rc  account i t ig  l t t r< l  t lnarrc ia l  repor t ing:  pt ( )cess '

I t  rc fers to a l l  thc J, -o l ic ies " t , .1  
p. , . , . .d t , res l t t l , ,p tcr - l  b1 ' t l lc  i i ian: lgenrcnt  of

t l rc  ent i t t ' .

a. Clortdticting the business in arr orderll '  and efl-cctive manner:

b. r\t lherence to tltanagcnretrt policies;

i  . .  Se feuua rd i r l g  o l ' assc t s :  u r t d
' 

.1. Detection of fratrd attcl error in a timely ntatlne r'

Contro l  '  l t  t r leat ts  t l re  overal l  a t t i tude'  arrareness and act ions r l i ' the
', 

f,rrr'r'rrri*ent , directors and ntanagelltent regarding the internal control

. , systenl and its importance in the entity
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Component

Meaning

Camponent

t, 
Cr,,iiti'roii I ifr"t" are policies and procedures established in order trr

t 
i)ro"l"aurrs ' achieve entiq"s specific otliectives' 

' ' n '1":',\: ' ' ' 
I

, i;a'.;i;ki,ah; rirr.. tr,"i tr;;;oi,;;;"v ei'" "" i""pp*p'i"l:.ltii i:l .,,\ .
, when the financial statelrlents are materially rnisstated' l ' f l1U-l ' ' ' \ '  t '  ' \  

'  
'  ' t  l

. A u d i t r i s k h a s t t , r " " . o n . t p o t i e n t s ' v i z ' t d s f g $ d t L ' c o n t r o l r i s k a n d d e t e c t t o n lI
il
I

t;- l { isk Metning ! | Irtherent risk i, ir'," t"i."piinirity of an accou't
a lnaterial misstatement- assuming that

balancc or class of

there were no internal

r isk.

y lrr l iercnt
transaction to

controls.

N,{CTONS AFFECTING INHERENT nrsx

At level  of  F inancia l  Statement

l .

2.

lntegrity' of management'

Managetnettt cxPerience and

knowledge-

3. Unusual Pressure on
management.

4. Nature of ent i ry 's business

5. Factors affectirtg Industry'

I . Quality of Accounting SYstem'

2.  Accotrnts prone to t t t isstatemcnt '

3. CornPlex transaction.

4. Judgernerrt involved ilr determining balances'

5. Assels prone to lnisappropriation'

6. Cornpletion of unusual transaction at or near

period end.

7. Transaction not subjected to ordinary

processlng.
I
I

t
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ll{eunittg

Re ason/Inlterenl
Limitotions of
Internol Conlrols

Assessmenl of
control risk

C,r , r t . , , i  r i sk  i s  the  r i sk  tha t  r t ra tc r ia l  t t r i ss ta tc r t ' cn ts  r l  i l l  : ; i : l  5e

prc i t r r l c t i  r , f  r i t tec ie t l  , r r t i  cu t  i rc te t i  t t r t  a  t i t t te iv  b l ts is  i l t  r i " .

,  ln te rna l  Coa l r t i l  Svs tem.

a .  ( ' o s t  c t ' f  e  c f  i v c n e s s :

,  b .  
' I - ransac t io r ts  

o f  un t ts t ta l  t ta t r t rc  n tav  be  rn issed t rY  t r t r l s t  c t t r t { r ' l l s .
I '

. ,  ,  c. Pote rt t ial  of lruntan error-:

, ( 1 .  
( '  i r r  U n t v e i r t i r r n  o f  c o t t i r o l s  l l i l  r , r l u l t  c o l l u s i o t t :

:  e .  A t l rse  o f  cor i t ro l  b l  the  perso i t  uho is  [ r imse l f  rcsJ) ' ) l t s i t ] ! c  t i ) r
.  - i  1 r  I

:  excrc ls l l l l } .  l i .  A l  '  
,

, . f .  l r ra. lcquacv of  procedures c l r re to chi rnges in  condi t ions.  ar lJ

1 'g.  I " lan ipt r la t ior ts  b l  n- ,anagcnrenl .
:
t, Preliminory , l. It refers to evaluating the l ikely cflectir ' ' :rte-':- '  '- '{

, Asi&iiteht of . an entitv's irrtenral control systent in p'evenlin* t-.t

t Cyyt-fql {., iSt 
" : detecting and correcting rnaterial nrisstatern'i i l t: i .

;  :2 .  The audi tor  shoLr ld obta in an understaniJ in l : .  ' f
: r
: : internal aontrols to make a preliminary asseslnleni

: : 
of the corrtrol risk'

'  , 3. Thus, the atrditor should assess the contrcl risk

i , as high unless the auditor:

: . (a)ls able to identi ly internal controls whtcii arc

: . *:3.,fl,iffJ;J":,1;f"'and 
c<'rrer:i a

: :
(b) Plans to perforrn test of controls.

: i

'1 
Test o/' R-uditor perfornls Test of control to obtain au'.lit

, Controls , eviderrce about the follorving-
' '  (u) Whether the accounting and internal control

I i systems are suitably designed to prevent or

; , detect and correct material misstatements; &

i '  tUl Operation of intemal controls throughout the

: . Period'

\ Finol : On tlre basis of the results of the test of conlrols,
I assessment of ; the auditor should evaluate whether thc

, control risk : preliminary assessment of control risk was

, correct or need to be revised. FIe lhcuki

i accordingl;, determine any modification in ihe

; NTE of audit procedures-

i  : .  The audi tor  should make a combincd asscssment  of  the inherent  and contro l  r isks.  fhrs is

l. . ' i , fJ[l t l{ and : because the management genera|ly reacts to inherent risk situations by designing suitable

r- : internal control system to ;;r'event or detect and correct material misstatement-
;
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U e t e c t t o r r R i s i < i , i r u t t i t t 1 4 - J c t e u i i t l r l r i - k i ' t i . . , , i s , . . i . u t t . t . ; t t t t i i r t r r . : s u i r s l a t l i i v t , | , i o t e d u r , c sI rvi l l  not detcct a l l lateri i l l  nl issiaterl lei l t '

' T h . . . i . s a n i n r ' c r s e r e | a t i o n s h i p b , . : t r v e e n c l e t e c t i o n r i s k i r n r l t } r e

colnbined lcvc l  t l { - inherent  311d cr '11{1ol  r isks '

. ' f11115,  u,hcn i r t l tcrcnt  and c0l l t r ( ) l  r isks are h igh '  acceptable

d e t e c t i o n r i s k s l r t l t r l t i b e l c * ' t < , . r e c l i r c e t h c o v e r a l l a u d i t r i s k t o a n

Rclnliott w'illt otlt er

ri.rA.s

: : l i  
' r Y : : ;

t lor i t l  , r l r ,  : t t  : t

Smal l  Business

{-omrn t l ; l icat ion

of Wcnki lcsses

in Internal

{ .on t ro ls

acceptablY lou ' levei '
. l{orvever, t lte assessed

be sufficientl l '  lorv tcr

proced trre s -

If detaction risk Cortt '  The auditor sirotrld express a

he retluced to oPlnloll '

uccePtubll '  Io*' level

AUDIT RISK

(Risk of Providing inaPProP

. 'fhere tl lav not bc suff icient segrcg:rtion of funetions atrl()l lg

rvho perfornt accotrntirtg procedtrrcs'

. Tlrus, atrclitor should perfomr more substantive procedures to

. Any rnaterial rn.ukn"t, irr the inter-rtal 
"ontrol 

lroticecl by the auditor shtluld be

co rnmr rn i ca ted in rv r i t i ng to then lanagemer l t i na t i n re l y | l l an l l e r .
. I{orvcvcr, lre shoulcl ntention in the comrnunication tlrat atrdit has not been condrrcted to

deternrine tlre adequacy of internal corltrols'

le', 'eis ttf i tr l ierettt and control risk cannot

c l i r t t i r t l l t e  t l r c  r r cc t l  l ( )  pe r l o r l n  s t t l r s t l t t t l i r c

quali l ic'cl opi,l ion or a clisclairnel f

a  srnal l  nuntber  t l { -persons

tbrm his oPiniorr regarding

t Detection Risk (l)R)
- l

I

, Detection Risk (D.R)

cir Risk tltat ertrclitor's substantive procedures

, rvil l  not detect a Material Misstatement'

, Arises at auditor's level'

i  Audit. ' ,t can frame this risk'

, auditor-

, DR slrould be inversely proportiortate to

' combined assessment of I R & CR'
:
, DR a I/(IR+CR)

, lf tR & CR are high. DR should be kept at

r lorv level-

- . .  , .  J . -

Inherent Risk (IR) I

a Risk that Material

Misstatements nlaY occur'

Ar ises at  level  of  Inat tagentent '

Atrd i tor  can or l lY assess lh is

risk.

Risk of SYstem of management'

i i  nls t$ generallY high'

However certain factors maY be

present due to which it can be

less than high-

Control Risk

Control Risk (C'R)

, @ Risk that l-C' fail to oPcrate as

:  desi red.

Arises at level of managetnent'

Auditor can only assess this risk'

Risk of  I .C.  SYstem of

: trralry_e-mery__

' fnit is evaluated in s/ages (Sec

. chart below)"

:
:

T



St:rge l -  Prcl iminary Assessment of Control  r is l i

---t

___l

High

\n/i-, , ,ro l .C. system doesn't
:r;  r: . : f  tO be goOd &

.,,,-r i tor doesn't want to check
,' . , ' ,": t iveness of l .C. system.

High
He needs to change his previous

Planning

Low

But to have evidence that l .C
system is in fact good, aucj i toi
needs to perform compliance
n r n c o e l t t r o c
v r  v v v v v ,  v v

Stage - l l  -  Conrp l i : rncc  pro t r : r l  r r  ,  ' - '  , J L -"-'- 
; jLottt" t '

trqt *

To check dgsigninq. operat ing
effectiveness & continuitv of l.C
sysjc-!0,

Based upon results o{' compliance
procedure, he finally assesses {^C'.

De- c'

Stage - l l l  Final  Assessment

* -  . ."  , ._ ' . -- . - ' ]
Low I

He accordingly frames deteciion I
.Ek I

I
-__-_.-_ I
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(){Slcps and
Obiectivcs of

I r t tcrnal  Ar td i (
I,'n n ction

Relat ionshiP
bettve e n
Intern: r l  ar td

Fl . r  i ' " * : r l
Arr t t i (ors

, \ {  (dt t i t tg

Il dtpands ort

(-oteragc

l n tc rna l  l r l r i l i t  i s  h l rs ica l l l  a  par t  o l - l ' ( l  svs te  n r '

' l .o 
cl i , :ck t le: ir :r i i t r l : . .  operating e{.t-cct ir 'crrcss and contirrtrrtr

r . r1 / r i r ; ' i i r t c r t t l l l co t t t t -o ls '  T )ec '

5 i  z-c of cr l lan i  ;rat ion lrr l  i l  rcqtt i  rct l tents o f- t l tatt  l t  gentet l t '

.  I{eviev' '  of accrlrrrrt i i lg at l t i  t 'C sytt"t ' t t .

.  l : . r i i t i i i i , c  t l r l i t r rc i l r l  l ro i l  opera t ing  i r i {b r r r la t io t t  t ( ) r  t l l a t tagetne t t i

"1!.st c uoi'Yvri\$-\z'vrtut
-t' ii*L( ii*" cF.; { . - lli::"' 

\ L'rrr tciit r('r r
' 
,insicD-l,t;,,.;\;4,!c\\oe- I,rrernal audit lirtcrnal a'dit

Appoiniii ient ll l ' Ntattagenrent: ' I),v- N11rnbe1s,

'  Scopc '  I ly Nlanagetnent '  81'Larv'  ICAI '

' 
aircl contirruiry* of I.C' .
S\  s l u l l )

, 
IIo* tr, n,se . Lrxte.r'al a'rl i tor sll()u.l lr irnself clreck l.c. (perform conrpliance

irttcrnul nudilrtr 's procedures)' l l te shoulcl tel!-1vork of internal auditor on whiclt hc

, *,ork intends to relY''

. l l e c a n d e t e r r r l i r l c h i s . N . I . E . b a s e d t r p o r t e v a l u a t i o n o f i n t e r n a l a r i d r l

ttrnction'

. F.rtemal atrditor l lone is- !:ei ' lgr-rsiblc lbr his reporl (Reliance or!

'  in ternal  audi tor  doesr t ' t  reduce l t ) '

.h intcrnal auditor his plarr at early stage'

:
. '  Meeting should be condtrcted at regtrlar interval'

, 
' Th-ere shoulcl

, organisatiottol . wt.,"ri 
", 

internal n,,.tito. reports directly to top management and is

. Scope of , ] Enq.,i," about natttre nna .r"ptr' of coverage of irrternal auditor,s work

;  coveyoge, ; ; ; ; ; ; ; - I l4;u" 'nug'*" '11:9:: i9"*hlsre9'om1"l1d1l i9n':
' .  Tecltricsl Whether prol-essiorially trained persons arc perfornring internal audit

t
t
I

a
t

C

C

t
t
C

I

I

I

I
{

{

(

(

(

I

I

( lo-ordination

General
[-]valuation of

internal audit
F unction

Coynpete,yce

Drte Professionul Whethcr

Csre cloctttncnl

lnternal Atrclitor ptop"' ly plans' supervise' rcvicll ; l ttJ

h i s  u  o rk .

Ilvaluating
Specif ic internal

.nn-13 i . :  r r ra l r ! . '

Conclusion

Consider if:

.. Work of intenral arrclitor is adequate tbr him'

. Work of interrral auciitors has been properly P-lanned a1d's-Ypervised'

. Conclusions by internal auditor appear to be lPProPtlt"'

. lnconsistency icientif ied ty internal audito;h;s been properly rcsolved by managentent'

1.lre statutory auclitor rnay relv on Intenral a,".ri iot, provided he exercises d"re skil l  and carr:

and there is nothing tci cloubt'

L
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Fl"l'F !I N A L CONTROLS I N tiD P IINV I ItO N i':! ii,NT

T'1,rr{.,, .,.': | .{'

Genetct .  -+;
f r " '

. {  t  l

d J - '

F 1.1"i .
' t l : : . i , e . t { i o n

:  
1r \1 overal l  contro ls  at - f 'ect ine [ ' . I )P cnvi rorrnrcrr t  ( ( icneral  EDp corr t rors) .
(B)  Speci f ic  conl ro ls  t - , r ,er  spcci l lc  appl icar io i is  (F,DP Appl icat ion ( . iontr -6 ls) .

( : r )  Organizat ion und Mlrn: rgenrent  ( -ontro ls : - - -
'  '  Designi r rg pol ic ies at tc l  procedures re i i r t ing to contro l  fLrrc t i r rns.

'  Segregat iorr  o l - inconrpat ib le f i rnct ic 'ns.

(b)  S.vstcrn Sol ' tuare Conlro ls : -
t Restrictecl acce ss ol-so{irvare to autirorised personnel only.
' Authorization, approval. testing ancl inrplernentatiorr of rrew systelns soft.rr,are.

(c) Application System l)evelopment and i}{aintenance Controls.-

: - Restricted Access to system documentation.
'  Changes to appl icat ion systems should be author ised.
' Acquisit ion of applicatiorr systems lionr third parlies shoLrld be carefully nlanrre<l

Test ing arrc l  i rnplemerr tat ion cf  r rerv svstems in a proper w.ar , .

. (d) Computer Opcr:rt ion Controls:-

: 
- Usc of only authoriz-ecl pgg31llls*g_1l.corlputers-.

i r Only autlrorised personnel should use computer. I

: '  Sy,stems shor,rld be used for authorised purpose. (

, . Processing errors are cletected and corrected on a timely basis. (

, (e) Data Entry and Progranr Controls:-
. Restricted access to data and programs to authorised personnel only.

,  
.  lnput  should gt r  througl t  an author izat ion process.

i (a) Controls over Input:- to check whether:
. Input is duly q!4!!:9d. '
' Data input is egg_Unlq. .
. Transactions are'19-l_!q!tgllL1?le-t::
. Incorrect transactions are rejected or submifted after correction.

(b) Controls over I'roccssing and cornputer data files:- to check whether
. Processing errors arc detected and corected on a timely basis.
. Transactions are properly processed by the computers.

(a) Controls over Output:- to check whether:
' Results of processjng are accurate. (

. Access to output is restricted to authorized pcrsonnel. {

: _o_g-tpu! !9 plovldgd ro qpttp{lql_e_au_!\o_trz_99 p_e-119!le1_qi u !i'"-ely !alq.
\ /^i-:-:l '

t?

C'outrols -1,,
. -  r N r \ 1 1

1 r \ , ' , ' i  '  L \ r { Y '
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I i 'sorr re arro l icat ic ls , l r f  t i tc  e l icr r t  are carr ier l  ( )ut  at  : r  scrv ice t tureat t .  thcrc shotr ld  be a proper l l l ic r ! ia l  cct t l tu !

s \ . .s tern.  Thls is  r r ' r lLr i red nra i : r lv  t rccausc t la t . i  r r rc . r ,cs oLr ts ide c l ien l  cnt i t r ' .  l r . r  s t rch cases.  f i r l lorv ing should be

ci-)nsidcred:

{.r) T.lrere SliOr-rld Lre ltrOPt:r i:r.ordittatic.n belu,ce tl trttrcatt and uscr. r

(b)  Proper iest ing t '1  t l ic  s) 's te rn s l roulc l  be carr icr l  o t t t .  (

tc)  I r ropcr  f i le  corrvcrs i , ' r r  , . : l i i :ck i : lg  pnrcc i i t t t t : ;  s l r t l t r id  be Lrscd l rv  t l ie  t lser '  ( -

i i l )  
' l  

hcre s i roulc i  bg corr t ro i  , r |er  the p l lv-s i t :a t  ! I l ( )ve l l tent  of  data.  '

(c)  
' I  

l rcrc  should [s  grr11t1-r . r l  r . r 'e t ' the l I ]a i l l lc l l i l i l ( je  o1 ' r taster  l l les.  r

( ' j ' l - l r e r cs l rou ldbec i l r t t l o l t . r . . ' c r t l t t t p t r t t l i s t r . i b t r t i l . r r t 0e | tSu rc tha to t r t pu t

i i r )  
' l - l rere 

shcul t l  be r r ranrra l  c t . rnt ro ls  to ver i fy ' t l tc  acct l racy of  cotnJr t r ter  l ) r ( )ecs\ ing. t

(h) Appropriate rejcctiorr prt 'rcr:chrres sh,-ruld bc i idopted, in casc clata is {btrnd to be erroneous.f

5.3 TYPES OF I,DI' ACCOUNT SYSTENIS

t
J

I

t
t

t
t
t

*+

-)
-4

B-:rtc-h- i l'

pl'qgessing ' 2

systenrs l
3 .
1
+ .

5

rr",rroli io,t, ur" o."unlulated ancl prclcessetl in grotrps'

Control totals (record count, f inancial total and haslr totals) arc derivecl to ellsure

coruplete attd accurate processing.

2 ty,'pes oifi les are nraintained: Master f i le and Batch ti le'

tJpclating doesn't take place as quickly as in On Line Real Time systems.
-l 'his 

is simple system, but now a day, it is rarcly iound due to availabil ity oi 'advanceii

and quick sy'stems:
' l 'ransactions 

are entcred atld processed at t lrc salrle tinle rvhen they occur'
' l-here 

is continuous updating of databases.

I-lorvevcr. this is ntore conrplex than batch processing'

Ordinarily. thel' 6ott ', provide audit trail.
-fhus, 

auditing in suclr s)'stems reqtrires spccial cotrsideration by auditor.

l-- gr ex_arn pl9, aj Jli qe r9_19rv1t i91s a1-d AT M' s

S l t , vc  , . * . \ r \ ( d
Dals ]ti 

(r t (^\\$t \

arot  
' ( l ; ' :L ' r '  J'g '*{ l

On line real t ime
(OLRT) SYstem

l .

2 .

:"3 ir
1 d

5 .

6 .

AUDIT TRAIL IN EDP ENVIRONMENT5.4

I

I
I

I
(

t
(

t

Audit trai l-meanlnB ,
Audit trail meatls tracing a transacttotl

It is a situation rvlrere it is possible to

rion.,sioni,tg i" ."J 
"^a 

ti."
re late the or ig inal  inPut  rv i th

versa.

the final orttPttt

Audit trail in EDP

How to compensate
loss of audit trai!

on'one- to-one'  basis .

Audi t  t ra i l  is  general ly  not  avai lable in

(a) Direct data entry' irr to the system-

(b) Direct posting of transactions to master f l le'

(c) pliq!1atlgr of repo$ bg91u9e-info1ryation is proy!!9d-otl-ltn9'

Auditor may use follorving to compensate the loss of audit trial:

(a) CnAT
(b) Programmed interrogation facil i t ies.

\-
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- l  
he rnrd i t t t r -  t lc lc t - r : r i r tcs h i : ;  lLrc l i t  J) l . , rccc l r r res rv i thout  consic lcr i r rg t l rc  thct  c i  . j r -  , ] t

c l rnprr tcrs t i r r  prr ie  css ing of  i r r lbrnrat ior i .

l 'h t l , \ .  conlpulcr  is ;  uset l  . iust  as a tool  o i ' thc audi tor to help h i ln  i r r  pcr fonning audi t .
I t  t t te i t t ts  that  arrc l i t i ; r  carr ics or . l t  the arrd i t  nrore-or- less in  thc sanre rnar ]ner  as i r r  r i r . r i r ! ra l

s-r':; lett l e\cep1 th;it instead ol' hanrl-rl 'r i tten books crl- uccourrl, lre exalnincs cr-rrtrtrrrfer
pr  i  r r t r i r r ts .

I l re  uudi tc . r  can usc l tu<l i t  around t l ie  cornpulcr  when -

( i )  l ' l re  svster t t  is  s i i lp ie ancj  batc i r  cr r ientcd and audi t  t ra i l  i -s  a la i la t r lc .  or
( i i )  - f l re  

sy 's tcrn i iscs gcneral ized uc l l - tcstet i  so l iw 'are.
' l  

he pr i rnary ac lvurr iaL_le o{- th is  approi rc l r  is  s inrp l ic iq- .

N{orcover .  at tc l i t t t i 's  l iav i r rg l i t t le  tcchnicul  knou' le i lqe of  computers can be t ra ined easr ! , , .  to
pcrlirrrr.r the nrrcl it

Ho*ever .  i t  is  r rot  su i table

I ; i rs t  o f  a l l .  the audi tor  rcv ieu 's  t l re  in ternal  cor- r t ro ls  re lat ing to DDP and on the basis , . . r i ' l { r i : r
cvaltratiort deternrines the nature, t iming ancl extent of his substantive procedures.
-l ' l . ttts. 

cornputer is used as tlte target of atidit. Auditor examines processing reliabil i t,r '  arrd
accuracv of the corrputer progrant.

T'hc auditor ean use the conrputcr to test:--
(a)  The logic  and contro ls  ex is t ing u, i t l r i r r  the s1,stem, and
(b) The records produced bv the svstenr.

It requires usc of CAAT.
It is required dr-re to:
(  l )  Onl ine data eni ry
(.2) Real t i ine fi le updating (

( i )  Rcduc t i on  c l -  p r i n l ou {s  ,

l lou'ever:
(a) lt nray, ini 'olve high costs.
(b) -Ihere 

is rreeci for cxtensive technical e xpertise.

1- [3-r1,111 the

{ - l c ;  "  
i .  r j r

, l i

' , t l l i ; ; ,  i i ! t (  i i  I

5"f-- (:{}Mi,U'fER ASSISTED AUDIT TBCHNIQUES (CAAT) -TYPES

-

\

\

\

\

-

\

-

\

\

\

\

\

\

D
b
D,
Ftr
F
F
F
F
F
\

fp

r r , f ; i i l l

,i*t'tw:rre

I-hesc arc computer prograrns used by auditor to process data from the entity's accounting systctn

Floweve r. Auclitor shoulcl use such programs only after he provi:s their validity for Audit purposes
. Aq-dit Softwary rya), qe 

"f !bt_"_",Upq.
Packoga

, , .. '. Prttgronts
a:

r tqr ,*1 \ t ;  
4  ?u-1;ose

i1 
r, r i1lr1,rt,,r Y Lltrilten

,  ,  . .  ' . . .  ,  , ,  Pntgrams
' . i . - r  ' - i '

. Utilitv) '
r 1{ t , [)}'rrfr ,; Progronr

J

, 
. ' Ihese 

are generalised Computer Prograrns, that perform data processing l ike
selecting inforrnation and performing calculations etc.

. . These are Conrputer Programs to perforrn Audit tasks in specific circumstances.

, 
' 

It 
nru nor be 

1s_ed_.u 
rrlt clienls site, thu,scost effectiv_enes;;noutlUe_considered

, '  These urre prograrns for perForming cornmon data processing functions l ike sorting,
, creating and printing fi les.

. Th9s9 are nq! _{-g{gry! spgc!fica!ly fo-r 4gd-i-!p_111pgge_.
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l i

r  . .  / ; ' ; , , f  ( i l 1 J  . 4 . \ r  7 t  t t , t t .  L '- l  I l u l :  t ' 1 , \
(  hap .

-  . l - l re  
, , \ r rd i t6 r  cp ters  a  sc t  ( ) l ' 1es t  . la i l l  i n to  t l r t r  c l l t i t ) - : '  c { } l l ' l pu tc i  s } ' s te l r l  a l ld  co l l lparcs  the  rcsu l t : ;

.. ! tl r :..,,'i!,-' l,-'l-'lt i :le,l l*l:l l: I t:.

.  ' l es r  ( [a la  a rc  i l sed  to  tes t  spcc i l rc  c i t i r r i rc te r is t i cs  i t l  co l l lpL l tc r  p rogra lns-

'  I  l rc tcst t lata are chosell  bf '  t l ie .r \ t tcl i tr l r '

..r.cst p,rcr<. , ;):H,i:;"1']fi".J::,:iJli::,:ll[;1"::r',"]: 
"'criror' 

i' rhe entitl''s svste'In'

I n1 t 'gr-ltt t1l ' tr 'r:st
Faci l i t ) '

v i : ' '

, r r  \

l lerc .  audi tor  cstabl ishes i i  dunr l r tv  r rn i l  to  u 'h ic l r  test  t rat tsact ions arc posted

durirtg 1he norrl lal processing cvcle of t lre cntity. [ lowever' later on, the drrrlrnly

cntries s6otrld be clinri 'ate,l frcti ' tt thc e't it1' 's accountittg records. These are ttsetl

nra in l ' .  i t ' t  case of  ( )n [ , ine I {ca l  
' l ' i rnc 

svstet ' r ts 't * -

' ^ , 1  \ r r t  r t  * \
t l- \ ,

a .  I COIY'IPT]I-TI-IT ESSISTgD AUDIT T-CHNIQTJES (CAAT) _ADVANTAGES

I Le. .tiditor ca. clieck ioli,rni'.i is data i' less tirne b,' using CAAT .
l .  l ' ! , r r c  ; r r v i t t g

2 ^ . : n . . r l l P l i l l g
',

3 .  Deta i l cd
e \ a l n i n : l { i o n

4 .  T e s t i n g  i t t t c r t t a l

con t ro ls

5 .  Ana lYt ic : t l  rcv ie \ r

procedures t .

6.  ComPensate for '

l oss  o f  au( l i t  t ra i l

7 - I,'or OLR'[
systcms

G"n"riily, audit solirvnr" i ',", 
"tnt't"Ja"a 

sampling tuuiin"t' 
' itrtts, it is easy for the

auditor to choose appropriate sample as per stated criteria'

g*1,,,,,riiu. ;*;;;i,,"ti;,r oi 
"ii"ni's 

iystern is poiiiUie Uy ttiing tit"it uO"t'i i"it

tcclrniques.

Vaiious inie.naf .oniroi, 
"ii,U"Oa"a 

wit6in ihe systenr ca,.t be .fi"Cft"A-tuiift tt"tp 
"t

CIAAl-. Manual audit procedtlres are not etl-ective for this'

CAAI',s ir" u".l,effectire i' perfirnni,rg I'ni because tlle soli*'are can easily trace

unusual fluctuatigns ald hard copy cal) bc generated fcrr arrditor's ready referepce'

n,," to ios.i 
"f 

nuait trail in mostly EDP s-vsterns'

irnpractical, making use of CIAAT indisperrsable'

r" iir", iriJ"t is using c)n Line Real tirne -y'ii.nit, iir"i" ii n""a

This is possible through IT'F.

manual aLrdit procedures becotne

a
(

I

I

I

I

I

I

I

{

AAS 29 _ AUDI'I' IN A COMP-Tfr INFORMATION SYSTEMS E'NVIRONMENT
5.8

Computer
information
Systerns (CIS)

Factors to
determine the

effect of CIS
environment on

.rudit

Skill and

CIS environment is one

ofaccounts ofc l ient .

' -  
-  

r - ; - - - -  
-

rvhere otre or more computers are involved in the processing

These computers lnay bc operatccl by thc entit l '  or by a third party'

Thc exte l t  to  uhic f i  CIS crrv i r . , l ln lc t r t  is  r lsc( l  l ( )  recorc l  and colnpi le  the accourr t i i ig

:: .

t h e , '
I

:
: t

inforrnation.

Internal Control Systenr in the enti$' rv'r ' t '

The availabil ity of'the audit trail in CIS'

the work of an exPert"

florv of corr"plete and correct data".' 
'

comPetence needed

in CIS envi ronment
a

a

th;;Ai6; ah;rid ii"r" i"ii"e"ir."oi"r"Jg" of ttri ciS t" pioii, ai.".t, supervise and

review the work Performed'

i" .6outA ccn-sider need for any specialiseci knowledge while conducting auditing'

In case, use of computer expeit is planned' the auditor should consider AAS-9 "Usirrg

\.



l : ' . f ) .J ' . , ,1ttdit

1r" . . .  .  '  f l ic  ( ' lS i i t l l 'estnrct r r re (hat 'dwarc.  ( )p! r r ( l t ing s- \ 's te lns)  ant l  lpp l icat ior i  sr l { i . , r 'are i is , - - t l
h ; -  t l re  c l ier r t

.  S ign i l i cancc  r rn l l  co rnp l c r i t v  t , f 'C lS  i n  cac l i  accoL rn t i ng  ap i r l i ca t i r t n .

"  Organizat ional  s t lLrcL,r re of  the c l icnt 's  CIS act iv i t ies.  [ : . r lcnt  o{ 'ccrr l ra l isat ion a l r t l
c lecerr t ra l isat ior i  o  l '  { i l r r r tputer  proccssi r r  g  l l r l i lughout  the ent i  t r  .

, '  l ) e te r rn r i na t i on  o l -av l i l ab i l i t y  o f -da ta .
'  

.  [ )o tent ia l  f r - . r  Ct ' i r r rpule r  Assis te i l  Audi t  
- l 'cchr t iques.

L o t' k of I r o ns o <-' t i r t t r s
lruils

Lruif onn processing tf
lrunsoctions

prograrnnr rlrg, errors rnay occrrr.

I t tck t tJ  se l i regut i r t t t  t tJ  l l r r :  cr tcr r r  of  .cgrcfat ior l  o f  funct i r )ns prc5cnl  i r t  rn , in t t . t l

,funt't iotts s)'stenls nrr\ ' rtot Lrc there in CIS environnrent. l-hus. :rrt
ind iv i t l r r l r l  pcr f t r r rn i r tg  n)any conlprr tcr  rc l l r tc t l  \ \orkr ;  ' ! r . r )  :  , -

in a position to perfoll iyrcolpatiblc ft lnction,

The potential for hurnan error in developnrent, mairrtertanec
and executir)n ol- CIS may be greater than irr manual systcll l
(due to tec l rn icr i l  incompetence).

^T ' ) '

Autonnt ic Ir t i t iot int t  t t r  :  CIS , , , r1 ini t i " i "  . .*r i "  i r ."ru. t iu".  . r i , , ,nu, i .ol tu i i re
executiott uf lronsoctiott : authorization of these transactions nlay not be docurnclte,,l

Dependence of other
conlrols over conrpute r
procassing

Po t e nt i al fo r incr eo :^ e rl
nro n0gcrne rtt s upa rv i s i tt rr

t - a
l )  |

r \ : t  r  ,

i i

c l ,
.. 

.i

I

!

( i

;  rsks : r i i t l

"  ; 'X  ro i
i : , . . ;  i l l

1 l c
l - l

. f t r_ . Y  ' '

Sonrc CIS i r r l  r '  prov ide conrpletc t rarrsact ion t ra i l ,  houcvct
solnc l r lav r rot  prcr ' idc i t  (OLi f l ' ) .  i { - t l ic rc  is  absence of  tn t i l .
t h c  r i s k  u  i l l  h e  l r i g l r .

Urr i fbr rn processing of  t ransact i t ) l l  can e l i rn inate c le i i r , r i
errors rvlriclr are there rvith ntarrrral prcccssine. lJorvever,

( lor  Eg -  t ' .1{P) .

. Manual contnrl procedure may also be used uhile

:  i rnplement i r rg CIS.

: If managcrnent uscs all the technologies & tools to revie'.r '  &

, supervisc the CIS department of errtit l , t lre risk rvil l  be
' reduced.

Errors o nd irreg ul or i I i cs
in tletelopment,
tttointenance stttl
e-recutiort of CIS

Potential for usa of
CAAT

Due to peculiarit ics of some transaction and systet.us, auditor
nray, be requirecl to apply CAAT.

!  i : r i [  t h e

rr r r l " r [ r r [ l t ]  o f  CIS

I'hese s1'stenrs shoulcl:

. Provide autirorized, correcl and corlpletc data to processittg cctttre.

- Pror,ide for detectiort of errrxs on tin.reh' [rasis.

. I lave data recovery arrangenrent so that in case ol irrterruption duc hr i-](lr ' !.1{)r,
meclranical or processing failtrres. the system restarts lvithout loss ot' ir l! i i iei; 1,t

records.

. Eirsure that c-rutput is correct and conrplctc.

. Ensure that there is adequate data security against f ire and other calamities, wrong

processing and fratrd. etc.

. I lnsure that amendrnents to the prograrns are properly authorised-

- Ensure safe custody of the application softw'are anci the data fi les.


