- Chapter 4
[ntex ndl Contr 0]

4.1 INTERNAL CONTROLS-BASICS

Internal control
Meaning (As per
AAS-06)

scope of luternal
control system

e
(i)

(i)
(iv)

. Objective of
"' Internal controls
' regarding

accounting system

EESTEY B N ‘{”i?{;;... - . ..
BAWL L saekives ooy ~ (11) Safeguarding of assets from unauthorised access, use or disposition,

Ly ’JJ\/\ \/'T'\Y\u AT A

D)
(i)

(iv)

0N

Control
Environment

: Meamng

I he plan of org.amsdtmn and

all policies & procedures,

adopted by management,

to ensure,

ordcrly & efficient conduut of busmcss

1.C system congms ol LOIIII‘O[ envzr()mm’nt and procedures.
L.C system extends bevond just accounting & finance.
It seeks to ensure orderly conduct of business in all functional areas.

However auditor is concerned mainly with those internal controis having direct

bcarmg on accountm g system.

Proper executlon of transactlon as per management authorisation;

Prompt recording of transaction:

(a) inappropriate account

(b) in proper period | ¢ 18 T acc oot ‘} j‘ o Ty e late
(c) atcorrect amount

Periodic comparison of recorded assets with actual assets; &

Preventlon detect\on & correction of materlal mlsstatemem on timely ’nm 8
= Overall attitude

= awareness &

= actions of Management

t = regarding I.C. system & its importance

= in the entity.

Factors affecting control environment

- Organisational Managemem}’ Personnel

Structure

I Orgamsattonal V (a) "l{;hould be such that nomdu:ldual éan onerride t};e lé
Structure System.

{5 It should provide for segregation of incompatible function, so.

that misstatements can’t be committed easily.
- {c) For example, authorisation for purchase, record keeping &
' access to assets are some functions regarding assets, which
should be segregated.
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Internal control 45

2. Management
Supervision

() Devising and mamntaining LC. System is responsibilits off
management

(b)

Management should
effectiveness.

review it periodically  to ensure ww

Management can

establish  a separate  department  called
“Internal audit”

to check whether other internal controls are
operating effectively.

 Note: Internal audit is a part of LC. System itselt. which dedicatedly

ensures worthiness of internal control system.

(d) hmmomnv of L.C. system depends on the capabiiity & honesty
of those operating it.

(b) Thus,

personnel should be properly qualificd,
experienced.

trained  and

leltatlons which are mnseps arable from system ot 1.C.

3. Personnel -
Ink Inherent
Limit:G e af LC, Limitations-
S - Meaning L -
Effect ’ c imi
What are Inhere;lt
R ‘,\‘;’; . Limitations of ' Cffecti 8
1) Y H H H
\\. &\ : . Internal control :
- systems? )

= Due to Limitations of 1.C.. Systenf.

= it can provide only reasonable,

*  not absolute assurance,

= that its objectives are achieved.

1. Cost .
Effectiveness

Cost of 1mplemcntat|0n of control may
be more than its benefits.

: = Thus, management

: implement best controls.

usually  decsn’s

Human Error, which ma\ occur while
carrying out L.C. system.

It may be due to misunderstanding on
part of personnel.

Employees may commit fraud thmw}
collusion.

It may be among themselves or with
outsiders.

2. Human Error  *=

3. Collusion .
among 7
employees .

4. Abuse of
Authority

The person responsnble for exercising

control can himself override it.

. Eg. :- Person responsible for issuance of

' stationery to various departments only
for authorised wuse, can  himself
misappropriate stationery for his personal
‘lSC- e e - - .- .
Manipulation by high level management
may not be detected by control syzstem,
L. E.g., Manipulation in estimates appearing
in financial statements.

An} unusu’xl transa(.tlon may ' not be
controlled.

= Because control procedures are generally

made for usual transactions.
Established control procedurcs mm becottie
- inadequate in a fast changing environment.

5. Manipulation L.
by management

6. Unusual . =
Transaction

7. Change in
Condiiions
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Control Risk Meaning as  per * Interaal Control svstem fatls 1o
AAS5-6 = Preventor

Acconnting &

financial controls

help in

(D

(11)

(i1

= Detect & correct.
= Misstatements on timely basis.,
_ Reason c = Inherent himitations of interual conirels
~* Due to Which LC. system fails to operate
. as desired.
k Speuf)mg Authority to enter into transaction.
Safeguarding of assets.

) Recording of Transaction in the account correctly.

- (iv)  Fixing responsibility for work done.

(V)

Maintaining records in standardised way .

(vi)  Performing work in logical sequence.

(vi
i (vt

- (ix

1)  Minimizing losses.
i) Ensuring compliance with Regulations having direct bearing on accounting,
) Preventing material misstatements.

(X)  Detecting & correcting material misstatements

(xi)  Preparation of periodical reports on timely basis.

. (xi1) Ensuring adequate and timely financial reporting.

(xiii) Segregation of accounting & custodial functions.

. (xiv) Establishing procedures in such a way so that smgie person can’t have complete

control over a transaction from starting to end.

- (xv) Providing for internal check, by which work of one person is reviewed by ancther

- (xvi) Formulating cut-off procedures to separate transactions of two consceuiive years.

- (xvii) Having proper documentation/ manual at every stage.

4.2 REVIEW OF 1.C. BY AUDITOR v

Review of 1.C -
Meamng

Need for revnew

: - Review of L.C. refers to,

. - Examination and evaluation of lntcmal contro| syslem ofthc client.

" To assure that 1.C. system 1s adequate

"It enables the auditor to ascertain ‘whether )
(l) Internal control system is adequate & operating effectively.
(i) 1.C.isable to prevent, detect & correct material misstatement.

(i) LC. Properly safeguards the assets.

. (iv) LC. ensures correct recording of transaction.

Role/Advantages of
Review
- ?yv <}
axedife
- 4 {5‘6’ tive
Ty ek 1S

-

> wam )\'*c h (e b4

e |y

/’T 0. k audst

3

(v) Reports & Certificate provided by management are reliable.
' (vi)  L.C. are weak / excessive in a particular area.

\4qu&

(&vu) Effective internal audit department is in operation.
(vm) Suggestions can be given to management to improve the LC. system.
(lX) Extensive Substantive procedures are required.

(x) Audlt procedures or techmques need to bc Clvanged from planncd ones.
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T i o the 1 Narrative Meaning = Complete & exhaustive detaii of System
To Record * as tound i operation by the auditor.

Example

7 (i) Detailed

“member of audit staff checks the same &
: (Lﬂyes‘,7‘

- (iii) Client can manipulate when respondis

(Vi) Detailed

For stock control evaluation. it contains documents

prepared.  cmployees  discharging various duties,

various stages of stock movements ete,

(i)  When properly framed formal 1.C. SYSEEm s
not found, complete description is needed.

(it) Suitable for smail business.

observation  is
consuming).

(i) 1t doesn’t readily identify weakness in

(i) Constant updating is needed il circumstaices
are changed.

needed  (time

- ® It contains serics of questions,
- ® to be answered by the audit staff,

“Are tenders invited before placing orders™ Meow -
I

Applicable™).

“ No” JJor “ Not

. answering, he puts his initials.
(1) On the job requirement, thus motivating,
(i) Completed checklist is studied by the senior

audit  staff, thus
overlooked.

weaknesses  cap't b

f (i) Easy location of weakness.
() Requires

mtclhgencc to prepare  proper

checklist.

- (i) Time consuming,

questions raised by audit statf.
Lomprehenswe series of qucstxons

= oneach aspect of 1.C.,
~* Prepared by auditor & filled by the client’s

emplowex

“Do you kcep invoice pre- numbered?” Now client
answers as “yes”, “No” or “Not Applicable”.
Usually questions are framed in such a way that

Lo *

no” shows weakness.
qucstionnairc, thus no
aspect is overlooked.

important

i (i) Weaknesses are easily located.

(iit) Evaluating 1.C system becomes Systematic &
easy.

(iv) Recommendations can be readily provided by
auditor.

A ([vanmgés
 Limitations
2. Checklist  Meaning
S\ \ A\ : Exahiﬁ[e
RS ‘
n\ \,‘b {k‘\ )
8 N
SR ]
Advantage
] I;;t;iitaif()l1s
3I1Cc . Meaning
i Questionnaire
ERASNY
<\ T Example
2 \)J\ | I
VAdvantaga
 Limitation

(1i1) Client may manipulate’the answers.

(i)ﬂ Time coriﬁsu'ming.
(i) Client may answer it in a hasty way.
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4. Flowchart Meanine = Graphic presentation.

= of each part of
» entity’s internal control system.

Example Stock control procedure can he dcpicted i adorn ol
diagram. The Auditor prepares it after proper stidy
of 1. C. System of client.

Advantuge (i) Concise prcscmartion.

(i) Easily understandable.
(iti) Gives “birds eye view” of complete syster:

Limitaiion (1) Time consuming to ﬁrepm;e such a flowchart

which is concise vet showing every pmportas
aspect of 1LC.
(i) Weakness can’t be readily located.

[ TehoreienICHsen |
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43 EXAMINATION IN DEPTH / WALK THROUGH TEST

" a Checking a few transactions,

Meaning' :
- = from the beginning to the end,
i through entire flow of transaction.
Example I “receipt from debtor” regarding sale is to be checked in depth, folowing should be

. checked:

(i) The order received from customer;

~(ii) The copy of sales invoice given to him by appropriate authority;
(iii) The entry in stock register showing dispatch of goods:

- (iv) The statement of account given to him;

(v) Duplicate copy of receipt issued to him;&

~(vi) Corresponding eniry in his account as well as in cash Book.

T (|) It enables the auditor to study recording of transaction at varlousgtages

~(i1) Auditor examines records & authorities at each stage.
© (iii) Thus, he is able to understand overall internal control over a specific item m an

effective way.

Conclusion .

i

4.4 INTERNAL CHECK

Me;;nmg ~ = Check on day to day transactions,
= Operating continuously as part of routine system,
«  Whereby work carried out by one person 1 ?}thlTl&ti‘(:aHy‘ checked by another.
Ol—)]({ctl\;e o = To preVent fraud / error, &

| » Early detection of fraud and error

Internal Check is part of overall lniérhalﬂCrbuhrtArE)l System& operates as a built i

Relation with LC.
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Genern!

1YV JIVJIIyil

1. Distribution of
powers

control

- 4. Check by
another

2. No fl;r"lependenrtv

3.C ustody -Records
dis trtbutmn

5. Job Rotation

- Administrative & financial powers (Eg:- ordering product,

issutng chieques erc) shouid be distnibuted among different

personnel.

A Smgle person should not have independent control over any
important aspect of business.

Persons havmg pthlcul custody of assets should not have
access to accounts or records.

All acts of one person should come under the review of another.

Duties of staff should be changed from time to time without
previous notice.

6. Leave

Every personnel should be enuouraged to 2o on leave at least

once in a year. Fraud done by employee can be detected easily
when he 1 Is absent

Z Bllrdget("yw

Budgets “should be perared for lmportanl activities, {f
difference between budgeted & actual figure is significant, i

For each important asset, accoummg, “control should also he

control
should be enquired into.
8. Accounting
Control periodically examined.

9. Stock Control

During stock taking at end of accountmg, penod tradng
activities should be suspended, if possible.

10. Cash Control

To prevent misappropriation of cash, mechanical devices (Eg.
automatic cash Register) can be employed.

11. Updation of
procedure

Tlmely “review of procedures enables the management to change
them, if need arises.

4.5 INTERNAL AUDIT

1. Meaning

= Internal audit is independent appralsal act1v1ty,

= within an organisation,
= for review of activities and
= providing suggestions for improvement there of.

2. Functions of
fnternal audit

0 Review of accountmg system & related [.C.

(i)  Examination of financial & operating information for management.
(i11)  Examining operations of entity.
(iv)  Physical Exammatlon & venﬁcanon

3. Objectives

Objectives of internal audit are to:

1) Check accuracy and authenticity of records presented to management.

(i)  Ascertain that accounting policies are followed as per plans.

(ii1)  Establish existence of authority for acquisition, use and disposition of asset.
(iv) Confirm existence of Liabilities.

(v)  Analyse & improve internal check system.

(vi)  Facilitate prevention and detection of misstatements.

(vit) Examine safeguarding of asset.

(viti) Conduct special investigation for management.

(ix)  Provide new suggestion to management.

(x) Review operation of overall Internal Control System.
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2.6 Lt L RISK ASSESSMENT AND INTERNAL CONIRULS

Accopunting
System

Internal Control

System

_y Inberont Risk

Meaning

7 Why auzlitdr

should
understand it

Meaning

Objectives

Component

Meaning

Cumponent

It refers to all the policies and procedures adopted by the

- Control
- Environment  directors and managemem regarding the internal control

Meanmg

. Integrity of management.

5. Factors affecting Industry.

Series of tasks and records of an entity by which transactions are
processed as a means of maintaining final records.
To identify and understand the following at clicnt’s site-

a. Clas

t.  Manner of initiation of transaction;

es of transactions:

1

¢, Significant accounting records, supporting documents and spectiic
accounts in the financial statements; and

d. The accounting and financial reporting process.

management of

thg entity.

. a. Lonductmg the business i an orderlv and effective mannu;
b, Adherence to management policies;
¢ Safeguarding of assets; and

S d. Detect:on of fraud and error in a imely manner.

- 1t means the overall attltude. awareness and actions of the

system cmd its lmportance in the enmy

These are pohcres and procedures estabhshed in order to
achieve entity’ sspecnﬁc Ob_‘etthCS TarktaAt o

- Control

Procedures

© Audit risk is the risk that the auditor may give an mappropnate opmlon S
- when the financial statements are matenally misstated. 1OV~ 3”3 gk ‘f"&‘ e
, , AT

" Audit risk has three componcnts viz. mherem rlsk contro! risk and detection
rlbk

lnherent risk is - the susceptlblhty of an " account balance or class of
_ transaction to a inaterial misstatement, assuming that there were no internal

Controls
FACTORS AFFECTING lNHERENT RISK
|
At level of account balance & Transactior;———d‘l
I

1. Q;;Tity of Accounting System.

t
|
2. Management experience and | 2. Accounts prone to misstatement. 1|
knowledge. 3. Complex transaction. \
. . .. |
3. Unusual pressure on 4. Judgement involved in determining balances. |
management. 5. Assets proneg to misappropriation.
4. Nature of entity’s business. 6. Completion of unusual transaction at or near

period end.
_ Transaction not subjected to ordinary
processing. \

a = o 6 =» & 6 a % 2 £
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Meaning Control risk is the risk that material misstatemients will st be

Reason/Inherent
- Limitations of
- Internal Controls

Awessment of

control risk

prevended or deiecied and corrected on a timely basis by iho
. Internal Control Svstem.

. a. Cost effectiveness;
Transactions of unusual nature may be missed by most controls:

- ¢. Potential of human error;

ol

Es(dr Circumvention of controls through collusion; - AR

. e. Abuse of control by the person \\ho 15 himself rcx;,un\;h! for

N i
exercising i, ave L

B

[ Inadequacy of procedures due to changes in conditions: and

y‘._’, I\Aampulfmons by management.

Prel:mmarv 1 refers to ev aluating the Irkcly effectiveaess of
Assevsmem of an entity’s intemnal control system in preventing or
Control Risk ' detecting and correcting material misstatements.

- 2. The auditor should obtain an understanding 1
- internal controls to make a preliminary assessment
. of the control risk.

. 3. Thus, the auditor should assess the controt sk
as high unless the auditor:

(a)ls able to identify internal controls which are
likely to prevent or detect and correct a
material misstatement; and

(b) Plans to perforim test of controls.

. Test of;; Audltor performs Test of control to obtain audit
: Controls - evrdence about the following-

(a) Whether the accounting and internal control
systems are suitably designed to prevent or
detect and correct material misstatements; &

(b) Operation of internal controls throughout the

period.
Final ¢ On the :basis of the results of the test of controls,
assessment of : the auditor should evaluate whether the
control risk . preliminary assessment of control risk was

 correct or need to be revised. He should
raccordmgly determine any modification in the
NTE of audit procedures.

|

. The auditor should make a combmed assessment of the mherent and control rlsks les is

- because the management generally reacts to inherent risk situations by designing suitable
_internal control system to prevent or detect and correct material misstatement.
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UC‘QCUOH KlSk euning Deteciion fisk o Uic (isk that an auditonr s substaniive proceduores
© will not detect a material misstatement.
Relation with other = There is an inverse relationship between detection risk and the
risks combined level of inherent and control risks.
= Thus, when inherent and control risks are high, acceptable
detection risk should be low to reduce the ov erall audit risk to an
acceptably low level
= However, the (1s>es<ed levels of inherent and control risk cannot
be sufficiently low to climinate the need to perform substantive
procedures.
If detection risk Cant The auditor QhOU‘d LXPY€§Q a qualiﬁed opinion or a disclaimer of
he reduced to opinion.
accaprabh Iaw fevel
Yoo «  There may not be suﬁluem Segrumtmn of fum‘tmns among a small number of persons

Conirols i a who perform accounting procedures.

Small Business Thus, auditor should perform more substantive procedures to form his opinion regarding

. ﬁnanmal statements.

- Any materml weakness in the internal control noticed by the auditor should be
communicated in writing to the management in a timely manner.

of Weaknesses
=  However, he should mention in the communication that audit has not been conducted to

in Internal
] : determine the adequacy of internal controls.
(ontrols A

Communication

Audit Risk at a glance
AUDIT RISK

 Inherent Risk (0R) _ E::C:Q&L(@ [ Detecion Risk OR)___|

lnherent Rlsk(I R) Control RlSk ((, R) Detectmn Rlsk (D R)

& Rxsk that 1.C. fail to opemte as RISk that auditor’s substantwe procedure<

# Risk that Matenal
Misstatements ‘may occur. desnred mll not deteet a Matenal Mlsstatemem

Arlses at level ofmanagement Anses at level of mamgement Anses at audnor s level

Audltor can only assess this Audltor can only assess this nsk Audltor can frame thls nsk

Risk of Systemﬂ of management : Rick of Substmitwive ;;reeeélire adobted by

'? audltor

“Risk of 1.C. System of
management

ThlS is evaluated in stages (See | . DR shou!d be mversely propomonate o0
combmed assessment of | R & CR.

DR« V(R¥CR)
IfIR & CR are high, DR should be kept at
: low level.

‘;1 s 18 generally hlgh _
However certain factors may be i chart below).
present due to which itcanbe |
less than high.



Clxe:

Interrcl control

[ Stage 1- Preliminary Assessment of Control risk

High
Whaon |.C.  system doesn'’t
= zar to be good &

t Y - itor doesn’t want to check
‘ ~#ootiveness of 1.C. system.

AN

But to have evidence that t.C
system is in fact good, auditor
needs to perform compliance
procedures

L.ow

L

Stage —1I - Compliance procedu

en P&

P et

S

To check designing, operating
effectiveness & continuity of 1.C.

system.

Based upon results of compliance

procedure, he finally assesses 1.C. |

system.

v

Stage — i Final Assessment

High

He needs to change his previous

t Planning

Low

risk

—

Crtt

De ¢

He accordingly frames detection

ey
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. E feani . ornal audit is basically ¢ 1.C. syste
Steps and Meaning Internal audit is hasically a part of LC. system.

Objectives of
internal Audit

= To check designing. op
other internal controls.

Size of Orge "/ation and requi

Internal ‘1ud|t

erating effectiveness and continuity of
Dot

rement% of management.

d1LC. x) stem.

serating information for management

F xternal audit

Function It depends on
Coverage = Review of accounting an
. = Examine financial and of
AN AN ST
T fhw&bx clake g o Physical \enm Ation.
. . Ve n s, G-
Relationship Basic Difference
between Appointinent

Internal and
Eytrornal
Anditors

By Men\bers

Bv Law iCAl

By !\lanagement.

- By \Lmaa,ement

Scope
~ Objective Ta ensure Demqnm To express opmlon on

operating  effectiveness | Financial Statement.
and continuity of LC. |
Svstem. ’

How to use = External m(htor should htmself check 1.C (perform comphanee

internal auditor’s procedures). He should test w work of internal auditor on which he

intends to rely.

Co-ordination

work

«  He can determine his NTE based upon evaluation of internal audy
, function.
«  External auditor alone is responsible for his report (Reliance on
mternal audrtor doesn’t reduce 1t)

External auditor shouid dtseu% w xth mternal audttor hlS phn at early stage

Orgamsatronal

Meeting should be conducte ed at regular interval.

There should be sh'mng of in %rmatlon between external and mternal audltor v

; Whether mtemal audttor reports dlrectly to top management and 15

General :
Evaluation of Status : dcd\cated only for the mternal audit worl\
internal audit Scope of : Enqmre about nature and depth of eoverage of mtemal audltor wurk
Function Coverage - and check whether management consuders his recommendatlons
» Techmutl ‘ Whether protessmnally trained persons arc performmg mtemal audlt
; Competence
- Due Professzonal Whether Internal Auditor properly plans, supervise, review  and
Care document his work.
Evaluating _ Cortslder it
Sppciﬁc internal _ * Work of internal auditor is adequate for him.
g B vl = Work of internal auditors has been properly planned and supervrsed
= Conclusions by internal auditor appear to be appropr'rate
= lncomtstency ldentlﬁed by mtemal auditor has been properly resolved by management
Conclusion . The statutory auditor may rely on lntemal Audltor provrded he exercises due skilt and care

; and there 1S nothmg to doubt

._-A‘:A.A-‘-‘-a.‘.‘"....".‘l".'1
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5.1 INTFRNAL CONTROLS IN EDP ENVIRONMENT

iVaml

Tvpes «71.C (A) Overall controls attecting EDP environment (C nerdl EDP (.on(rol\)
7 (B) Specific controls over specific applications (EDP Application C ontm]s)
GE’“@,’L&‘\ LEL (a) Organization and Management Controls:—
Ce *  Designing policies and procedures relating to control tunctions.
= Segregation of incompatible functions.
\% v . (b) System Software Controls:—
\\ VDW— i = Restricted access of software to authorised personnel only.

= Authorization, approval, testing and implementation of new systems software.
(¢) Application System Development and Maintenance Controls:—
* Restricted Access to system documentation.
* Changes to application systems should be authorised.
* Acquisition of application systems from third parties should be carefully nlanned
= Testing and implem'enmtion of new systems in a proper way.
i (d) Computer Operation Controls:—-
| * Uscof only authorized programs on computers.
* Only authorised personnel should use computer. ¢
* Systems should be used for authorised purpose. <
* Processing errors are detected and corrected on a timely basis. *
- (¢) Data Entry and Program Controls:—
‘ * Restricted access to data and programs to authorised personnel only.
- Input should go through an authorization process.

]« S (a) Controls over Input:— to check whether:
’xs ;.; ation - Iinxi is duly zﬁhin_s_ei
C Olltl”QlS o = Data input is accurate.
w \”ﬁ - CuRpY * Transactions are not lost ost or atered. «
* Incorrect transactions arc rejec{c;c‘iwo} submitted after correction.

(b) Controls over Processing and computer data files:— to check whether:
= Processing errors are detected and corrected on a timely basis.
= Transactions are properly processed by the computers.
(¢) Controls over Qutput:- to check whether:
' = Results of processing are accurate. v
= Access to output is restricted to authorized personnel. ¥
® Output is provided to appropnate authorized personal on a timely basis,

-
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5.2 1VTEI\INAL ('ONTROL\ INSERVICE BUREAU

If some annllcallovs of the client are carried out at a service bl!l(,dll thug xhould be a proper internal contiv
system, This is requited mainly because data moves outside chient entity. In such cases, following should be
considered:

(a) There should be proper coordination between bureau and user. ¢

(by Proper testing of the systenm should be carried out. «

(c) Proper file conversion checking procedures should be us sed by the user. ¢

() There should be controt over the physical movement of data. «

(¢) There should be control over the maintenance of master files. ¢

() There should be control over output distribution to ensure that output is provided only to authorised personael €
{g) There should be manual controls to verifv the accuracy of computer processing. €

(h) Appropriate rejection procedures should be adopted, in case data is found to be erroneous.¢

5.3 TYPES OF EDP ACCOUNT SYSTEMS

B,dich - : l . Trdmactlom are ucumuldted and procesxed in groups.
processing 2. Control totals (record count, financial total and hash totals) are derived to ensure
Systenls : complete and accurate processing.
R SLOW 3. 2 types of files are maintained: Master file and Batch file.
N DOJ!} ’),,f’f ALY \”.*\'»Lé‘f 4. Updating doesn’t take place as quickly as in On I.ine Real Time systems.
e J(n\ YT “j . 5. This is simple system, but now a day, it is rarely found due to availability of advanced
2 \Swj\?:‘i I and qlnck systems. i

On line real time . |- Transactions are cntcred and processed at thc: same time when they occeur.

(()LRT\, System 2. There is continuous updating of databases.
> i it A 3., However, this is more complex than batch processing.
o (L)\r 1N 3 ! i\\) _e S . . .
-3 T Lo % At g nY$ {4, Ordinarily, they don’t provide audit trail.
A v . . . . .
W ‘\“L y -0 a 08 - 5. Thus, auditing in such systems requires special consideration by auditor.
A NS . T . s
A ) (,\\"‘m - 6. For example, airline reservations and ATM’s. B

5.4 AUDIT TRAIL IN EDP ENVIRONMENT

Audlt trall -meaning " Audn tr'nl means tmcmg, a transantlon trom stamng to end and vice versa,

» It is a situation where it is possible to relate the original input with the final output

‘on ‘one-to- one’ basis.

Audlt trall in E])P Audlt trail is generally not avallable n EDI’ env 1ronment due to followmg f«mtws
‘- (a) Direct data entry in to the system.

: (b) Direct posting of transactions to master tile.

_(¢) _Elimination of reports because information is provided on-line.

HOW tO compensate - Auditor may use following to compensate the loss of audit tnal:

loss of audit trail  (a) CAAT

- (b) Programmed Interrogation facilities. .

(c)_ Arranging for special printouts containing additional information.

A-‘-_----A.‘-.A.m.-.'.I..“""
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The auditor determines his audit procedures without considering the fact of as. of
computers for processing of information.

s | Thus. computer 1s used just as a tool of the auditor to help him in performing audit.
LS RN T

- [t means that auditor carries oul the audit more-or- le<§ in the same manner as in reannal
| system except that instead of hand-written books of account, he examines computer
Approach) printouts.

The auditor can use audit around the computer when -
(1) The sysiem is simple and baich oriented and audit trail is available. or
(i) The system uses generalized well-tested software.
‘The primary advaniage of this approach is simplicity.
“ Morcover, auditors having little technical knowledge of computers can be trained easitv to
perform the audit.
However, it is not suitable for complex systems.

T ' First of all. the auditor reviews the internal controls relatlno to FDP and on the basns f thiz
Thro:oh the evaluation determines the nature, timing and extent of his substantive procedures.

Cor o #=  Thus, computer is used as the target of audit. Auditor examines processing reliability and
accuracy of the computer program.

= +  The auditor can use the computer to test:—
APpodch; (@)  The logic and controls existing within the system, and

(b)  The records produced by the system.

»  Itrequires use of CAAT.

= Itisrequired due to:
(1) Online data entry
(2) Real tiine file updating «
(3)  Reduction of printouts ¢

.- However:

(a) It may involve high costs.
(b)  There is need for extensive technical expertise.

26 - COMPUTER ASSISTED AUDIT TECHNIQUES (CAAT) -TYPES

L ENEN

At = T hcgc are computer programs used by audxtor to process data from the entlty s accountmg systun
Safiware | * However, Auditor should use such programs only after he proves their validity for Audit purposes.
= Audit Software may be of three types.

Package - = These are generalised Computer Programs that perform data processing llke
P Programs selecting information and performing calculations etc.
- - = These may be used at many client’s sitc. )
Lesared | o & Py pose * These are Computer Programs to perform Audxt tasks in specd‘c circumstances.
‘_ \}, “Tomw? Written = It may not be used at many clients site, thus cost effectiveness should be considered.
Utlllty = These are programs for performing common data processing functions like sorting,
A4 N v v\ﬁ* Programs . creating and printing files.

{ * These are not designed specifically for audit purpose.

()
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. Hu Auditor enters a set (\t 1est data into the entity’s computer S)stcm dnd Lomparcs thu results

wath rodete {"'“"‘3({ racnlte
« Test data are used (o test specific characteristics In computer programs.

» The test data are chosen by the Auditor.

Test packs It involves testing a set of data, chosen by the auditor, in the enm\ . system,

* separately from the normal processing procedure.

Integrated Test - Here, auditor establishes a dummy unit to which test transactions arc posted

Fazi:lity during the normal processing cvele of the cnmy However, later on, the dummy
entries should be eliminated from the entity’s accounting records. These are used
mainly in case of On Line Real Time systems.

2.7  COMPUTER ASSISTED AUDIT TECHNIQUES (CAAT) -ADVANTAGES

2. sampling

3. Detailed

examina
4. Testing
controls

1. Time .;«ij“g “The auditor can check voluminous data in less time by using CAAT.

i (;cncrally, audit software has embedded mmplmg routines. Thus, it is ea%y for the
- auditor to choosc 'lppropnate Sample as pcr stated criteria.

_Exhaustive “examination of client's svxtcm is p0331ble b) usmg these advanced

tion ‘ techniques.

intci‘nal ~Various internal controls embedded within the system can be checked with mhrelb of
CAAT. Manual audit procedures are not effective for this.

. Axnlvtlcal review T CAAT’s are verv effective in performmg ARP because the software can easily trace

procedu

res -~ unusual fluctuations and hard copy can be generated for auditor’s ready reference.

6. ' Compensate for " Due to loss of audit trail in mostly EDP systems, manual audit procedures become

loss of a

7. For
systems

udlt trail impractical, making use of CAAT indispensable.

OLRT | In case, client is using On Line Real Time systems, there is need to check systems itself.
. This is possible through ITF. )

5.8 AAS29 - AUDIT IN A COMPUTER INFORMATION SYSTEMS ENVIRONMENT

Computer

information of accounts of client.

Systems (ClS) = These computers iay be operated by the entity or by a third party.

Factors to "'« The extent to which CIS environment is used to record and compiie”the acrcountivng
determine the E information. ' . .-
effect of CIS = Internal Control System in the entity w.r.t. flow of complete and correct data.- *
environment on the " The availability of the audit trail in CIS.

Sklil 2nd "« The auditor sheuld have sufficient knowledge of the CIS to plan, direct, supervise and

competence needed
in CIS env1ronment

= CIS environment is one "where one or more computers are involved in the processmg

review the work performed.
He should consider need for any s specialised knowledge while conducting auditing.

= In case, use of computer expert is planned, the auditor should consider AAS-9 “Using
the work of an expert

_--_-----_A‘.nnclCCQI‘II"I."
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= The CIS mirastructure (hardware. operating syvstems) and application software vsed
by the client.

= Significance and complexity of CIS i cach accounting application.

= Organizational structure of the client’s CIS activities. Extent of centralisation and
decentralisation of computer processing throughout the entity.

= Determination of availability of data.

= Potential for (’omputcr Assisted Audxt Techniques.

I{ch oftranm( tions : Somg ( l% may provide complete transaction trail, howevet
z trails some may not provide it (OLRT). if there 1s absence of trail,
' thc rlsl\ will be high.

Uniform processing of Umform processing of tmnsaclmn can ehmmate clerical
" transactions “errors which are there with manual processing. However,

pmgmmmmw Crrors IT]Hy oCCur.

" Lack of segregation of The extent of segregation of funcnom present in mamni
[functions systems may not be there in CIS environment. Thus an

individual performing many computer related works may i
Cina posmon o perfOIm mcompatlb]c function.

- Errors and irregularities Thc potential for human error in developmem maintenance

in development, " and execution of CIS may be greater than in manual system

" maintenance and . (due to technical incompetence).
, erecutton of CIS

Automatic Imtmtton or  CIS may initiate certain transactions automatically. ithe

~execution of transaction  authorization of these transactions may not be documerited

(for Eg. —- ERP).

Dependence of other Manua! control  procedure may also be used while
. controls over computer implementing CIS. .

processmg

Potenttalfor mcrease(l Ifmanagcment uses all the technologles & toolq to review &
. management supervision supervise the CIS department of entity, the risk will be

reduccd

. Potential for use of : Due to peculml ities of some transaction and systems auciuor
CAA T - may be required to apply CAAT.

Ihesc systems <hould

- = Provide authorized, correct and complete data to processing centre.
© = Provide for detection of errors on timely basis.

» Have data recovery arrangement so that in case of interruption duc to power,

mechanical or processing failures, the system restarts without loss of erdies or
records.

. = Ensure that output is correct and complete.

: = Ensure that there is adequate data security against fire and other calamities, wrong

processing and fraud, etc.

- = [nsure that amendments to the programs are properly authorised.

- = Ensure safe custody of the application software and the data files.




